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Over 2,000 Schools, Cities and 
Hospitals Hit With Ransomware 
in 2020: Emsisoft 

The year 2020 represented another banner year for 
ransomware. And that trend is likely to continue 
unless prompt action is taken, according to the latest 
data from Emsisoft, which showed attacks on at least 
2,354 government entities, health care facilities and 
schools. 

Ransomware attacks against already stretched and 
stressed hospitals added an extra layer of danger last 
year, halting emergency services, delaying cancer 
treatment and cutting off access to critical data, the 
security firm’s 2020 year-end report revealed. Boston 
Children’s Hospital, University of Vermont Health 
Network and Universal Health Services all sustained 
attacks. 

“The fact that there were no ransomware-related 
deaths in the US last year was simply due to good 
luck,” Emsisoft’s Chief Technology Officer Fabian 
Wosar said. “Security needs to be bolstered across 
the public sector before that luck runs out and lives 
are lost.” 

As 2020 went on, more cybercriminals also showed a 
clear trend toward exfiltrating data, according to 
Emsisoft researchers. A year ago, only the Maze 
group leveraged stolen data. Now, up to 17 cyber 
gangs have adopted the strategies as the tactic 
expanded in the second half of 2020. 

As many as 58 public entities were confirmed to have 
data stolen as part of a ransomware attack, data 
showed. However, the true number is estimated to 
be much higher. 

 

“In addition to these 58 cases, an unknown number 
of public sector organizations had data exposed as a 
result of ransomware attacks on vendors and other 
third parties,” Emsisoft said. “For example, the May 
attack on cloud-based software vendor Blackbaud 
reportedly affected more than 170 organizations—
many in the health and education sectors—and 
exposed records relating to more than 2.5 million 
individuals.” 

The ransomware carnage wasn’t limited to public 
entities—Emsisoft saw evidence on leak sites of over 
1,300 organizations around the world that lost 
intellectual property and other data. U.S. defense 
contractors were particularly targeted, with data 
likely being sold to competitors or other 
governments, the report noted. 

As in 2019, at least 113 federal, state, county and city 
governments and agencies fielded ransomware 
events, with many paying six-digit ransom demands. 
While the fact that the number didn’t rise in 2020 
could be viewed as good news amid the pandemic 
and remote work, Emsisoft said it indicated no real 
improvement on cyber remediation. 

“Despite knowing the public sector is squarely in 
ransomware groups’ crosshairs, the statistics indicate 
that little, if any, progress has been in improving 
security across the sector as a whole,” Emsisoft said 
“Put another way, attacks succeed at the same rate 
as ever because the public sector is as insecure as 
ever.”  
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An estimated 1,681 schools, colleges and universities 
fell victim to attacks in 84 incidents in 2020, Emsisoft 
said. The events disrupted learning in an already 
difficult year for education, with a 388% jump in 
attacks between the second and third quarters. 
Several schools paid high-dollar ransoms to resume 
access to systems, including a $1.4 million sum for 
the University of California at San Francisco. 

Emsisoft researchers warned that significant action 
needs to be taken on cybercrime and predicted that 
data theft is likely to double in 2021. 

“There is a dearth of available information in relation 
to ransomware incidents, and this represents a 
problematic intelligence gap,” Wosar said. “Public 
sector bodies are not typically required to disclose 
attacks and, as a result, nobody—including 
policymakers—knows exactly how many incidents 
there are. Nor is it known why attacks succeed, how 
many demands are paid or the total cost of 
ransomware to the public sector. Without such 
information, policymakers cannot formulate an 
evidence-based response to the problem.” 

Wosar added, “2021 need not be a repeat of 2020. 
Proper levels of investment in people, processes and 
IT would result in significantly fewer ransomware 
incidents. And those incidents which did occur would 
be less severe, less disruptive and less costly.” 

 


